Holistic change propagation and
impact analysis in requirements
management

Abstract

In developing complex technical systems, requirements are subject to continuous change.
Systematic and holistic change impact analysis and proactive measures are required for reducing
the number of requirement changes and their negative impact. There is no method to analyse the
holistic impact of a requirement change in the context of developing complex technical systems.
Holistic analysis requires to consider the local effects of requirement changes as well as effects
from change propagation. To develop an approach for holistic change propagation and impact
analysis, twelve performance goals are defined. Those are derived from a state of research
analysis as well as an industry workshop. A three-step method is proposed. Firstly, requirement
dependencies that cause change propagation are detected. Secondly, critical requirements are
automatically identified based on a Page Rank algorithm. Thirdly, change impact of critical
requirements is analysed based on a guideline. Validation proves that ten goals are fulfilled and
two are partly fulfilled. The method addresses major shortcomings of preceding research and
enables sound decision making for development engineers both before a change occurs and during
decision process on a change request. This helps to reduce negative change impact in development
projects and the risk of project failure.

Introduction

Requirements of radical innovation projects like developing complex technical systems are
subject to continuous change. Each requirement change may cause additional effort. To reduce
the number of requirement changes and negative impact, proactive measures carry great
potential (Graessler, Oleff, and Scholle 2020). Systematic and holistic change impact analysis is
required to utilize that potential.

Requirement changes are a key driver for project failure (The Standish Group 2017). Impact
analysis of requirement changes for proactive risk management has few scientific contributions
yet, but holds great potential to reduce negative impact (Hein, Voris, and Morkos 2018). Impact
analysis means identifying potential consequences of a change, including local change extent and
effects from change propagation. Areas of relevance are Engineering Change
Management (ECM) (Hamraz, Caldwell, and Clarkson 2013) and Requirement Change
Management (RCM) (Jayatilleke and Lai 2018). Specific tools in these areas are interdisciplinary
but for system elements and with expert analysis (ECM), or highly automated but limited to
software requirements with insufficient analysis of requirement network characteristics (RCM).
Only few approaches include effects directly caused by the respective requirement change (local
change effects), although this is a key driver (Graessler, Oleff, and Scholle 2020). Network
analysis has shortcomings regarding differentiation of dependency types, higher order change
propagation and ability to process large requirement sets.

There is no method to analyse the holistic impact of a requirement change in the context of
developing innovative technical systems. Many approaches address propagation analysis, but lack
the ability to process interdisciplinary requirements automatically, to differentiate types of



requirement dependencies and to assess local change effects. Therefore, the following research
questions are derived:

- RQ-1: "How can the impact of requirement changes in developing innovative complex
technical systems be assessed holistically in early development stages?". Holistic analysis
requires determining all possible change effects: local and propagation.

- RQ-1.1: "How can local effects of requirement changes be determined?"

- RQ-1.2: "How can requirement change propagation effects be determined?"

Methodology and Materials

The research methodology is derived from the Design Research Methodology (Blessing and
Chakrabarti 2009) as part of a prescriptive study of a superordinate type five research project. A
literature review is conducted to evaluate current solutions and research gaps and to elicit
performance goals for holistic impact analysis. To address research gaps, approaches from gap
specific areas of relevance are analysed (e.g. critical path analysis). Based on the findings, a
method for holistic change impact analysis is developed and validated by two workshops with
industry. Experts from a leading engineering service provider of automotive industry assess
plausibility and applicability. The scientific approach is shown in Figure 1.
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Figure 1: Research approach

28 relevant publications in ECM and 13 relevant publications in RCM were identified in the
research repositories Google Scholar, IEEE Explore, Science Direct, Springer Link, and Web of
Science. For evaluating the developed method, requirement sets of product examples from
publicly funded research projects were investigated: two industry examples of automotive drive
train sensor development (each about 1000 requirements). One further example was taken from a
formula student racing team development project in an inverter casing (32 requirements with



change history) and an intelligent robotic arm (50 requirements). Moreover, two workshops with
industry were conducted:

- First workshop for requirement elicitation and prioritization.
- Second workshop for validation of the method

State of Research

BOHNER & ARNOLD defined change impact analysis as “the activity of identifying the potential
consequences, including side effects and ripple effects, of a change, or estimating what needs to
be modified to accomplish a change before it has been made” (Bohner and Arnold 1996). This
definition was used as a starting point to identify basic elements of change impact analysis that
need to be investigated. It was gradually enriched by context specific findings (Graessler, Oleff,
and Scholle 2020; Hein, Voris, and Morkos 2018; Clarkson, Simons, and Eckert 2004; Wickel
2017; Neumann 2017). This resulted in the understanding that impact analysis requires two
consecutive steps: identification of change effects and analysis of the resulting impact:

- For identification of change effects, the change request (initial effect) as well as
dependencies between requirements (consecutive effect) are investigated. Identification of
change effects defines the areas of interest for impact analysis by indicating elements which
potentially need to be changed. Identification of effects differs in terms of depth and width.
Depth is characterized by the order of consecutive effects considered (e.g. direct dependencies
vs. higher order dependencies). Width is characterized by the element types under
investigation (e.g. different requirement types).

- After identification of effects, impact analysis aims to assign expected implications on
project goals for each effect (e.g. quality, cost and time). This requires to predict decisions on
how to implement the change (local effects and resulting impact) as well as ripple effects of
those decisions (change propagation). The local change is influenced by the incoming change
impulse, requirement characteristics (e.g. priority or tolerances) and development decisions
(e.g. degree of change resolution). By adding up the local impact of the initial change and all
subsequent changes, the collective impact can be assessed and compared to alternative
solutions (e.g. different decisions on implementation or rejection of change).

The overall understanding of basic elements of change impact analysis is illustrated in Figure 2.
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Both steps strongly depend on the underlying information base. The information base can be
expert knowledge as well as development data (e.g. requirement descriptions or requirement
diagrams). It differs in scope (e.g. differentiation of dependency types), objectivity and
processability (e.g. by algorithms). Availability and accuracy of the information base is limited
in the early development stages and increases in the course of a development project. The lack of
information in early development stages is especially distinctive for interdisciplinary products
with various information types and areas of relevance as well as for projects with a high degree
of novelty and uncertainty (radical innovations).

Existing methods for impact analysis can be evaluated and differentiated. A frequently cited
method for impact analysis in ECM is the "Change Prediction Method" (CPM) according to
CLARKSON ET AL. (Clarkson, Simons, and Eckert 2004). It enables risk assessment of change
propagation for components based on expert evaluation. As a method, Design Structure
Matrixes (DSM) are used for identification and characterization of direct dependencies and
resulting change impact and probability. This requires little input data but in-depth system
knowledge, which is not available in early development stages. Multiple extensions of CPM exist,
mainly contributing to extend the scope of analysis regarding requirements, functions, or
properties — e.g. (Lemmens et al. 2007; Koh, Caldwell, and Clarkson 2012; Hamraz et al. 2013).
Those extensions still lack the ability to differentiate specific influence factors in the context of
requirement changes. Examples are the differentiation of types of requirement dependencies for
consecutive effects or the analysis of collective change impact. Additionally, extensions require
structured input data, which is not available in the early development stages.

ECM approaches mentioned focus on consecutive effects from change propagation solely and
lack the ability to assess local effects and collective change impact. The analysis of collective
change impact is only supported by few approaches — e.g. (Gértner et al. 2008; Browning and
Eppinger 2002) — and requires extensive input-data to apply Monte Carlo simulation. These
approaches are unfeasible for impact analysis of requirement changes, since that information is
not available in industry in early development stages (Graessler, Oleff, and Scholle 2020;
Hellenbrand, Helten, and Lindemann 2010).

A literature review on RCM (Jayatilleke and Lai 2018) shows similar tendencies towards
stressing consecutive effects and propagation analysis but leaving local effects and collective
impact unconsidered — e.g. (Eben and Lindemann 2010; Morkos 2012; Morkos, Mathieson, and
Summers 2014). Approaches that do consider the impact rely on software specific information
like use case maps or sizing of software code and thus cannot be applied for interdisciplinary
requirement sets. The overview of existing approaches emphasizes three issues:

1. capability to analyse extensive interdisciplinary requirement sets of complex systems
automatically and differentiate dependency types regarding propagation behavior,

2. consideration of local change effects as part of a holistic impact analysis and

3. preventive risk management for requirement changes in early development phases instead of
reactive change treatment.

Performance Goals

28 requirements for the approach to be developed are defined on the basis of the state of research
analysis (RA) as well as an industry workshop (IW). Following the approach of (Balzert 2009),
requirements are prioritized as essential, conditionally necessary, or optional. Requirements are
for example: "The approach should include company-specific knowledge" and "Requirement
dependencies should be distinguished with respect to propagation behavior". A pairwise
comparison of the requirements is performed to determine the priority. This is done exclusively



by the industry representatives to consider the importance of the requirements from a user
perspective. Then, taking into account the user prioritization and the number and priority of the
underlying requirements, twelve performance goals are derived. These are formed from a set of
high-priority requirements. In order to consider different roles in the development, eight industry
representatives from all task areas relevant to the application are involved in the workshop: head
of department, project manager, requirements manager, process owner, product owner and three
engineers. State of research points out performance goals related to the method and the available
scope of information in early development stages. The industry workshop is used to especially
integrate performance goals related to application of the method but also the input data format
and output plausibility and comprehensibility.

Table 1: Performance goals for holistic change propagation and impact analysis

Category | Performance Goal Source

Input PG-1: Only natural language requirement specification and expert knowledge is | IW
needed

Method PG-2: Processability of complex requirement sets (high number of requirements | IW, RA
from different disciplines)
PG-3: Analysis of consecutive effects RA
PG-4: Analysis of local effects RA
PG-5: Differentiation of requirement dependency types RA
PG-6: Consideration of higher order requirement dependencies RA
PG-7: Analysis of collective impact RA

Application | PG-8: Acceptable application effort W
PG-9: Availability of required information and data IW, RA
PG-10: Availability of required software W

Result PG-11: Plausible results IW, RA
PG-12: Comprehensible results W

Holistic change propagation and impact analysis

Applying the method for holistic change propagation and impact analysis, critical requirements
regarding change propagation are identified and the change impacts of critical requirements are
analysed. A requirement is classified as critical, if the change of this particular requirement is
likely to induce multiple change impulses into the system or effects requirements with a high
priority. Change behavior of requirements appears to be inseparable from developers’ decisions
and cannot be automated (Oechmen and Lindemann 2016). Therefore, only critical requirements
regarding change propagation are assessed to minimize application effort. A Requirements
Structure Matrix (RSM) is required as the data basis for the method. In this matrix, different
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dependency types — “requires”, “is required by”, “refines”, “is refined by” and “none” — are



mapped between requirements. These dependency types are transformed into weights
corresponding to their degree of propagation (Goknil et al. 2014; Zhang et al. 2014). The
dependency types “requires”, “is required by” and “is refined by” propagate inevitably and are
therefore weighted with a value of one. Non-propagating dependency types — “none” and
“refines” — are weighted with a value of zero. A RSM can be created using approaches described

in a previously conducted literature study (GréBler, Preu3, and Oleff 2020).

A modified Page Rank algorithm based on (GréBler et al. 2019; Xing and Ghorbani 2004) is used
to identify critical requirements regarding change propagation. The Page Rank is used as an
indicator of the probability of change propagation of a requirement. For the application of the
Page Rank algorithm, the RSM has to be analysed as a graph. The requirements represent nodes
and the weighted dependencies represent the edges between nodes, respectively interrelations
between requirements. Based on the graph, the sets £/ and EP%* are defined as the set of inbound
and outbound edges of a requirement r;. A specific interdependency — e.g. “requires” — between
requirements ; and 7; is therefore set as v;;. For the total number of 7 requirements and a damping
factor d, the Requirement Page Rank PR(r;) for the requirement 7; is computed in equation (1).
The Page Rank is an iterative method. Initial values have to be chosen. In this case, all nodes are
assigned the same weight % (GréaBler et al. 2019). The value of d is set to 0.85, as it proved to be

a robust choice in this context (GraBler et al. 2019).
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Besides the effect of changing requirements on a specific requirement, the effect of a specific
requirement on other requirements has to be considered in change propagation analysis. For this
effect, the Requirement Active Rank AR (r;) of a requirement is calculated by interchanging the
sets E/™ and EPY® in the equation above. The Active Rank AR(7;) calculates the likelihood a
requirement 7; induces a change impulse within the system. In order to take into account not only
the probability of propagation of requirement changes but also the impact, the priority of a
requirement is additionally included in the calculation of the Active Rank. The values v;;
representing specific dependencies between requirements 7; and 1; are weighted with a factor
P(1;) based on the priority of r;. Optional requirements are weighted with a factor P(r;) of 0.5
and mandatory requirements with a factor P(r;) of one. This is referred to as the weighted Active
Rank AR,, (r;) (see equation (2)). Requirements with a high weighted Active Rank AR, (1;) are
critical regarding change propagation. For classification as a critical requirement, an initial
threshold of 0.8 is set. This threshold resulted from expert discussion in the second industry
workshop, but requires further parameter studies to determine appropriateness in different
application contexts.
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To minimize application effort in analysing change impact, only critical requirements are
selected for expert analysis. To support the expert analysis and increase objectivity, a guideline
is developed. A requirements engineer is confronted with the requirements network of critical
requirements and the respective requirements descriptions of the network. The critical
requirements are highlighted. Using a guideline, the requirements engineer evaluates the
collective impact of a requirements change of the critical requirement. One of the objectives of
the guideline is to limit the subjectivity and comprehensibility of the analysis of possible change
impact. The guideline is based on Systems Engineering approach and its comprehensive
engineering processes (Walden et al. 2015). The workflow of the method is described in Figure 4.

Holistic change propagation and impact analysis

| I
Detect requirement dependencies s Requirements Network
Create a Requirements Structure Matrix (RSM) that represents the requirements network .
as a directed graph; edges are weighted through requirement dependencies . ?
& (@)

Shi o
- \?9\ . g eﬁnes

i db
Identify critical requirements regarding change propagation — . \18 _raﬁ.ne. - Yr.
Calculate the weighted Active Rank (ARy,,) of requirements in requirements network; —_— /.
requirements with a ARy, = 0.8 are classified as critical regarding change propagation Critical P
Requirement Yoy -

l assess collective change

Analyse change impact of critical requirements impactof critical requirement
Analyse collective change impads of critical requirements using a guideling; the change

impact score of critical requirements is calculated

Collective change impacts of critical requirements
9 P q Guidelinefor assessment of change impacts

Figure 4: Workflow of holistic change propagation and impact analysis

The guide is divided into four categories: Architecture & Design, Implementation & Integration,
Verification & Validation, and Other. Several questions are asked per category, e.g. “Would the
functional structure need to be revised?” in Architecture & Design. Each of the questions listed
in the guide can be answered either "Yes", "No" or "Unknown". The reason for the "Unknown"
option is that it is not always possible to clearly determine whether a change has the effect which
is discussed. In these cases, further information on the change characteristics are necessary for an
unambiguous answer. The more questions answered with "Yes", the more critical the change
impact. To generate a representative ratio from the given answers, "Yes" answers are assigned a
value of one. They can be interpreted as the probability of occurrence of the respective effects.
"No" answers are assigned the value zero. By adding up the values, the key figure for evaluating
the change impact is then calculated: the change impact score. The resulting score is normalized
to the value range from zero to one. Based on this score, requirements are automatically
categorized, but can be adjusted by the expert manually. Categorization makes the approach
compatible with overarching risk management approaches. An excerpt of the guideline is
presented in Figure 5.



Guideline for the assessment of change impacts

Editor: Date:

System under consideration:

Requirement:

Description of the re quire me nt:

Yes No Unknown

1. Architecture & Design

Does a change in requirement affect the architecture or design of the system? r r
Would new system elements need to be developed? r r r
Would system elements need to be revised? r r r
Would the system boundary need to be redefined? r r r
Would the fimetional structure need to be revised? r r r
Would the effect structure need to be revised? r r r
Would internal mterfaces need to be revised? r r r
Would extemal mterfaces need to be revised? r r r
Would new flows need to be considered? r r r
Would new interference flows need to be considered? r r r

Figure 5: Excerpt of guideline for the analysis of change impacts

Validation

Validation of the introduced method for holistic change propagation and impact analysis is
structured according to the performance goals. For evaluation, four product examples are analysed
and an industry workshop was conducted. Prior to the workshop, documentation of the holistic
change propagation and impact analysis approach was provided to industry partner participants.
During the workshop, an overview of the approach was given and questions were clarified.
Subsequently, the fulfillment of the performance goals was discussed successively. Three
participants from the first workshop attended this workshop: the head of department, a
requirements manager and an engineer.

PG-1 (Only Natural language requirement specification and expert knowledge is needed.):
Fulfilled

Only requirement descriptions as natural language data are required for identification of critical
requirements. Expert knowledge is used to assess the collective change impact. No further input
information is required.

PG-2 (Processability of complex requirement sets): Fulfilled

The processability of complex requirement sets is evaluated based on the method application with
data from product example “intelligent robotic arm”. The data included 50 requirements from
mechanics, software and electronics/electrics. The identification of critical requirement appears
to be time-efficient (processing time < two seconds) and only requires requirement priority as
input, which is independent from requirement discipline. As a result, this performance goal is
considered to be fulfilled.

PG-3 to 7 (Analysis of consecutive effects; Analysis of local effects; Differentiation of requirement
dependency types; Consideration of higher order requirement dependencies; Analysis of
collective impact): Fulfilled

The method includes all required aspects of analysis. For identification of critical requirements
consecutive effects are assessed, based on the amount and type of dependencies. Higher order
dependencies are included without restrictions. Additionally, the guideline enables analysis of
local change effects as well as collective change impact, depending on whether the dependency




network is considered (collective) or not (local). Accordingly these performances goals are
fulfilled.

PG-8 (Acceptable application effort): Fulfilled

The identification of critical requirements is fully automated and does not need preprocessing of
requirement data. Application effort is required for analysis of local and collective change impact.
Since critical requirements are selected for expert analysis, application effort is significantly
reduced in comparison to unfiltered analysis of each requirement. The guideline for local and
collective impact analysis was evaluated within the industry workshop. All experts rated the
application effort as reasonable and suitable for industrial application. Therefore, this
performance goal is considered to be fulfilled.

PG-9 (Availability of required information and data): Fulfilled

This performance goal was evaluated as part of the industry workshop. The method and required
information and data were pointed out and discussed. All experts confirmed availability of priority
data and expert knowledge to assess the impact, but emphasized its spread over different experts
and departments. Therefore, a group meeting for impact analysis with experts from all involved
disciplines is recommended.

PG-10 (Availability of required software). Fulfilled
The availability of software is fulfilled, since no external software is required for analysis and
open source code used has no regimentation regarding commercial purposes.

PG-11 (Plausibility of results): Partly fulfilled

Due to the availability of data, plausibility of results was validated separately for identification of
critical requirements and change impact analysis of the critical requirements. Plausibility of
results from method part one “identification of critical requirements” was validated based on
requirement data from the development of an intelligent robotic arm (50 requirements) and a
student racing team development project of an inverter casing (32 requirements). For both
examples, requirement dependency data as well as expert knowledge on the product was
available. Critical requirements resulting from application of the method were discussed with an
expert involved in each development projects. Plausibility of results was confirmed by the experts,
considering potential or actual change propagation effects. Plausibility is defined as reasonable
from a logical perspective, since the underlying Page Rank algorithm is widely accepted and
therefore mathematical correctness of results is considered as given.

Plausibility of method part two “change impact analysis of the critical requirements” was
validated by an interview with two industry experts. Based on experiences from two industry
examples of automotive drive train sensor development (each about 1000 requirements),
plausibility of assessment was discussed and confirmed. Still, validity of results is limited. Long-
term investigations based on a detailed change history including change propagation is needed in
different application contexts to increase significance of results and enable analysis of accuracy.
As a result, this performance goal is considered to be partly fulfilled.

PG-12 (Comprehensible results): Partly fulfilled

Comprehensibility of results was evaluated as part of the industry workshop. All experts
confirmed that the results are transparent and comprehensible to a necessary extent. Limitations
are indicated in the context of Page Rank calculations, which is not transparent and the Page Rank
value itself cannot be interpreted, directly. Still, experts positively rated its benefit by ranking
requirements and thereby reducing complexity of analysis, in comparison to unaided analysis of
requirement change impact with unfiltered requirements. The systematic structure of impact
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analysis guideline rated as comprehensible. As a result, comprehensibility of results is partly
fulfilled with improvement potential in the context of propagation analysis.

Discussion and Outlook

This contribution introduces a method for impact analysis which addresses three major
shortcomings of preceding research: First, the developed method is capable to analyse extensive
interdisciplinary requirement sets of complex systems automatically and differentiate dependency
types regarding propagation behavior. Second, it includes analysis of local change effects which
has not been achieved systematically so far. Existing approaches only assess change propagation
effects from requirement network characteristics. Enriching the analysis by local change behavior
and dependency types not just increases accuracy: in combination with the high degree of
automation, it opens up new research opportunities e.g. regarding change simulation, consistent
change implementation and transfer to model-based impact analysis. Third, the proposed method
enables preventive risk management for requirement changes in early development phases instead
of reactive change treatment. Thereby, it contributes a new method to increase efficiency in
development and holistic understanding of impact analysis factors and performance goals.

Key advantage of applying the method in industrial practice is providing information on change
impact that enables sound decision making for development engineers at two stages:

- before a change occurs in terms of preventive measures to avoid or reduce change likelihood
and impact.

- during decision process regarding change request in terms of weighting in order to accept,
modify or reject change requests.

Both stages currently lack support in decision making and rely on subjective evaluations and
individual skills. The introduced method provides objective and holistic information for informed
decisions and requires little application effort. This helps to reduce negative change impact in
development projects. Future research should aim to assess and improve accuracy of results,
integrate impact analysis into development processes and enrich analysis towards further
elements (e.g. functions and system elements). In addition, it is necessary to examine how the
business environment must be designed to ensure organizational learning from the results of this
method (Brens Kringelum and Brix 2021).
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