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TLS session tickets accelerate connections

Skip costly authentication step in resumption

How do session tickets affect TLS authentication guarantees?

Do these vulnerabilities exist in the real-world?
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Reasons for these vulnerabilities:

Easy to misuse APIs in TLS libraries

Standards vague about interaction of

Session resumption

Virtual hosting (SNI, Host header)
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